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• CERT-PL (Poland) 
• Swedish National Courts Administration 
• Telia Company AB  
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1 The “Postal Group” 
 

The post office email scam is a time-tested method of attack among malicious actors. 
Indeed, when users see that they have received an email from an actor purporting to 
be their local post office, most of them buy into the familiarity of this governmental 
institution and click on a link without taking the time to inspect the sender address.  
 
Attackers further exploit users’ implicit trust by targeting victims based upon their 
nationality and using the correct language and visual elements to trigger action, as did 
scammers with Postnord along with other postal institutions worldwide, primarily in 
Europe. 
 
The actor(s), designated as the “Postal Group”, is a Russian threat actor that primarily 
has been associated with the ransomware distribution operation targeting primarily 
European users. 
 
The group has been active since at least 2013 where they have been attributed several 
scams and malware campaigns. 
 
The number of reported phishing emails that have been sent to Postnord SIRT has 
provided the team with valuable and interesting insights in terms of consistencies, 
similarities as well as inconsistencies in regard to analysed information. This indicates 
that we may be dealing with multiple actors, but primarily with the “Postal Group”. 

 
 
1.1 Origin 

Russian. It’s important to note that “Russian” means “Russian-speaking”, not 
specifically “originating from Russian Federation” - Russian language is actively used 
throughout many post-Soviet republics, but the Russian-language cybercrime market 
predominantly consists of citizens of Russia, Ukraine, and the Baltic states. 

 
 

1.2 Campaigns 
These campaigns have targeted postal services in the following countries  
(that we know of): 
• Sweden 
• Denmark 
• Norway 
• Poland 
• Turkey 
• Australia 
• Russia 
• Spain 
• United Kingdom 
• Italy 
• Czech Republic 

 
 
 
 
 
 
 
 

1.3 Organization 
The group is believed to consist of at least 5-10 individuals that are loosely connected 
via personal connections (via recommendations and brokers) in the Russian 



 

  

cybercriminal underground where they do business, selling and buying services such as 
malware, frontends etc. Each of these individuals is most likely specialized in one area.  

 
Exactly how this is done in practice is difficult to answer, but since that law 
enforcement agencies and security companies regularly are scavenging the Dark Web, 
trying to infiltrate virtual groups, the cybercriminals (e.g. software and service 
developers) have become very cautious in how they conduct their business where they 
often use direct referrals and work through private service brokers to stay off the grid.  

 
In addition there are also individuals that are specialized in packaging, i.e. developing 
crime kits such as those that are offered for ransomware campaigns. 

 
 

1.4 Modus Operandi / Capabilities 
The group started off in 2013 (or even earlier) with simpler scams (i.e.; roulette scams) 
targeting home wives in October 2014. The same month they started to target major 
postal services where they moved on to also target the Swedish National Court 
Administration in April 2016.  

 
The display of techniques (hacking, exploit kits, malware, attack infrastructure) 
suggests that they either possess an advanced knowledge base and/or are well 
connected in the Russian cybercrime underground. 

 
Apart from the scams, the attacks seem to target governmentally owned organizations.  

 
• The most probable reason is that they target these organizations due to that the 

victims trust the brand, as well as the assumption that the postal services lack 
necessary capacity to go after the perpetrators. 
 

• Alternatively, the most dangerous, and less likely, scenario would be deliberate 
targeting of public organizations with intent to destabilize (coordinated state-
sponsored attacks, to which previous attacks may have been connected). 

 
 

1.5 One Crime Kit – Many Perpetrators 
It doesn’t require advanced computer programming skills to enter the world of 
cybercriminal activity. Ransomware kits allow criminals without programming skills to 
target victims and extort payments. And it’s relatively easy to track these kits down — 
they are already being marketed underground for Windows-based systems. 

 
One person, or group, may for instance facilitate packaged ransomware crime kits that 
is being rented to a person for a period of two months (i.e., Ransomware-as-a-Service, 
covering a typical campaign period) after which the very same crime kit can be rented 
by another criminal (even for a reduced price since that the attack infrastructure and 
the malware has become known after a certain amount of time). 

 
 
 
 
 
 
 
 



 

  

1.6 Estimated costs 
Based on a qualified estimate, the number of sent phishing emails per campaign/wave 
would average somewhere between 50-100.000. Several of these have been received 
By the Postnord SIRT over time, but exactly how many is extremely difficult to estimate 
as several are discarded or filtered as well as the number of computers that have been 
infected and how many that actually pay the ransom. 
 
In terms of Postnord in Denmark and Sweden, we can approximate the following: 
• Postnord Sweden – 7 waves 
• Postnord Denmark – 5 waves 
 

Based on the approximated lower value of sent phishing emails above (50.000) and an 
extortion sum averaging some 5.000 SEK, this would yield a potential income base of 3 
BN SEK just for the Postnord campaigns (Sweden and Denmark). 
 
Anticipating that 10 percent will become infected and that 10 percent of these will pay 
the ransom, this would give the perpetrator an actual income of 30 MSEK for the 
Postnord campaigns/waves alone. Considering we know of nine more countries being 
attacked – countries with large populations – the sum rises rapidly. 

 
 

1.7 Copycats 
In addition, there are probably also copycats having discovered the easiness in making 
money using ransomware and a successful campaign form such as the postal services. 
This may count for some of the irregularities that we have noticed in terms of different 
email contents, change of modus regarding front-end targeting etc. 

 

1.8 Malware 
 

The ransomware delivered in the ransomware campaigns is TorrentLocker / 
Cryptolocker2. 

 
The group has used FakeOp Android malware. 

 
This group also has some connections to the authors of Slave and Banatrix malware 
(according to CERT-PL). This would only be logical due to how the cybercrime 
ecosystem is working, where groups specialize in different areas, providing services to 
one another.



 

  

 

2 Timeline 
Below is a summary of some of the activities that can be tied to the “Postal Group”. 

 

2.1 2013 
 
 
 

2.2 2014 
 
 
 
 
 
 
 
 

2.3 2015 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2.4 2016 
 
 
 
 
 
 
 
 
 
 
 
 
 

2013 Oct Exploit kits on hacked afraid.org accounts. 

2014 Oct Start of the roulette / casino affiliate scam. 
Oct Australia Post crypto-ransomware attacks. 
Oct 7 ABC News 24 switches from live to stand-by 

programming for half an hour due to the CryptoLocker 
Australian Post attack. 

 

Dec Attacks on Spanish post office  

2015 Mar S21sec informs about new malware called Slave that 
is targeting Polish banks 

Apr  First attacks on OpenCart based e-shops in order to 
host phishing. 

Apr Australian Federal Police driving notice phishing. 
Apr 19 Creation of the domain sub-host-peer.net – Android 

C&C  
May 7 Polish Post Office phishing campaign started and first 

Android malwares ample connecting to sub-host-
peer.net.  

Jun 6 Royal Mail crypto-locker phishing campaign started 
Aug 5 Creation of the backup Android C&C domain  

dynayo-rooxo-gabtype.net 
Aug 12 Norwegian postoffice crypto-locker phishing 

campaign started 
Sep Danish postoffice crypto-locker phishing campaigns 

started 

 

Oct Swedish postoffice crypto-locker phishings started 

2016 Mar 11 SMS phishing targeting Post Danmark that may be 
attributed to Postal Group (needs verification) 

 Apr   Swedish Courts crypto-locker phishing campaigns 
started 



 

  

http://www.abc.net.au/news/2014-10-07/fake-auspost-emails-used-in-
crypto-ransomware-attack/5795734  
 
http://www.securitybydefault.com/2014/12/atencion-infecciones-
masivas-de.html  
 
http://securityblog.s21sec.com/2015/03/new-banker-slave-hitting-
polish-banks.html  
 
http://www.mailguard.com.au/blog/the-australian-federal-police-are-
the-latest-target-in-another-cryptolocker-scam/  
 
http://www.actionfraud.police.uk/news/alert-two-variations-of-royal-
mail-scam-emails-containing-cryptolocker-are-being-sent-by-
fraudsters-jun15  
 
https://heimdalsecurity.com/blog/security-alert-the-global-get-your-
cryptolocker-as-a-package-campaign-continues/ 
 
http://www.netsecurity.no/posten-norge---ransomware---anbefalte-
tiltak 

 
 



 

  

	
3 Activities 

3.1 Ransomware phishing emails 
The ransomware is delivered via phishing email, where at least six identified different 
companies/organizations have being used as bait: 

 
• Postnord (Denmark) 
• Postnord (Sweden) 
• Posten.no (Norway) 
• Correos (Spain) 
• Royal Mail (UK) 
• SDA Courier (Italy) 
• Enel (Italy) 
• Telecom Italia (Italy) 
 

Every campaign is geo-locked to its own country of reference; therefore it’s not possible 
to directly download the binaries from another location. 
 
From basically only having targeted (mimicking) postal services in the ransomware 
operation, the group changed their MO to include the Swedish Courts (Sveriges 
Domstolar). 

 

 
 

 
 
 
 
The following zip was received after that the victim had entered the captcha code (a 
technique used to prove that the user is not a robot), which clearly ties the campaigns 
together. Later on, the name convention changed though. 

 

 
 



 

  

After unzipping and executing a masked Windows executable, the malware 
(Cryptolocker 2) copies itself to a Windows folder with a random filename, at which 
point it connects to a (often Russian server) by injecting itself into the explorer.exe 
process. This server is translated via DNS from the domains (using DGA, Domain 
Generating Algorithm, e.g., ejkoesc [.] net, oroxwey [.] com, and mqweodhy [.] com.  
 
The ransomware then encrypts all of the locally stored data as well as the data 
available on network-connected devices.  
Finally, it creates a “HOW_TO_RECOVER_FILES.html” file that the victim can use to 
receive instructions regarding how to pay the attackers for the decryption keys. 

 
Once the malware has successfully infected a machine, it employs a number of 
techniques to make sure it stays that way. For example, the advanced malware runs 
“HKEY_LOCAL_MACHINE \ SOFTWARE \ Microsoft \ Windows CurrentVersion \ \ Run 
agukelub” to make sure that a system reboot does not remove it from the hard drive, 
and it removes any anti-phishing tools that might be installed on the computer.  
 
Even in the event that an anti-malware scanner is still active, the ransomware uses a 
variety of evasion tactics, including anti-debugging and sandbox actions as well as a 
right-escalation method to force access to windows through injection.  
 
The attackers have implemented quite impressive anti-detection arsenal by using 
multiple hosting providers for the malware and their websites throughout Europe, 
equipping Cryptolocker2 with a domain-generating algorithm (DGA), and having the 
malware redirect to Google’s homepage whenever any attempts are made to replicate 
the infection process, as is common for reverse engineers to do. 

 

 
The following ransom note (in Swedish) was displayed in one case where the 
perpetrator extorts the victim for money (in Bitcoins). 
 
 
 
 

 



 

  

 
 
 

The following deployment scheme was used during the first waves: 
 
 

 

 
 

During the most recent waves, we observed the following deployment scheme: 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

  

3.2 Mobile Malware 
First sample of OpFake Android malware observed, was uploaded to VirusTotal on 11th 
of July, 2015.  

 
The malware is designed for bank phishing and stealing other information. 

 
It declares standard receivers that make sure the application is run after the boot 
process or when there is a connectivity change (e.g. WiFi is turned on). This is a 
persistence mechanism not unlike the one used in Windows malware. In order to make 
automatic command-and-control domain extraction harder, the malware implements 
string base64 encoding, which is only used for a number of crucial strings and not in 
the whole malware. 

 
The malware allows the attackers to redirect incoming messages to a different number. 
If the messages are coming from the administrative number, the ringer sound is also 
muted so that user can miss this message. 

 
The application is also really persistent when it comes to the device administrator 
privileges. If the user tries to revoke device administrator privileges, he/she succeeds 
but is then repeatedly asked for that permission. It gets to the point, that a user cannot 
use the mobile device and eventually clicks on ”Accept”. 
 
This malware also uses a technique called application overlay – it displays a window on 
top of a running app asking for login and password. This way, users are almost sure 
that the currently running app is asking for this password.  

 
 

3.3 Casino-Affiliate Roulette Scams 
Casino-affiliate roulette scams, targeting, i.a. mothers that want to work from home IP 
range used was 46.161.30[.]4 – 46.161.30[.]7 with the following domain examples: 
 

• mom-soldi-home-blog[.]com 
• mamaprofitwork[.]com 
• systememichelle-revenu[.]com  
• elena-home-work[.]com 
• systememichellerevenu[.]com  
• einkommenhausmichelle[.]com  
• mom-michelle-successo[.]com  
• my-profit-method[.]com 

 
 
 
 
 
 
 



 

  

	
4 Actions 

Pinpointing a specific perpetrator (ransomware kit users) in this case is difficult due to 
the above. It is however more interesting to go after the service providers and 
especially the one(s) facilitating the kits, which in this case would be the “Postal Group” 
in their role as facilitator (and eventually as perpetrator). 

 

4.1 Previous Initiatives 
The Swedish National Bureau of Investigation (NOA) has been trying to bring 
ransomware (in general) to Europol’s attention before, without any success. 
Being able to tie the campaigns to a specific threat actor, we stand a better chance, as 
ransomware is an international nuisance. Taking one major actor down would certainly 
send a message to all criminals involved in ransomware campaigns, as well as stopping 
these criminals financing in legitimate as well as non-legitimate businesses and 
operations – terrorist and non-terrorist. 

 

4.2 Suggested Course-of-Action 
The Postal Security Group (SPG) – Postal Security Programme Manager within UPU 
International Bureau – should be addressed in order to initiate an intelligence build-up 
and jointly coordinate intelligence sharing and dissemination activities with the purpose 
of building a case against the “Postal Group”. 

 
PSG/UPU will then address Interpol’s Economic and Cyber Crime Unit (ECCU) with the 
ambition of initiating a takedown since that Interpol has global jurisdiction and can 
coordinate a joint operation (via EC3 and NC3 in respective countries). 

 
Similar takedowns have been done before, i.e., in 2014 when “Zeus Gameover” was 
taken down in a joint operation initiated by FBI’s Cybercrime Unit 2. The “Postal Group” 
has been known to use parts of the Shylock and Zeus GameOver infrastructure. 

 
We now also have a contact at Interpol to discuss the case with. 
CERT-SE will as of 2016-05-12 13:50 hrs also provide access to AU-CERT in Australia 
that has tracked the group’s activities for some time now.  

 
 
 

5 Sources 
 

• Postnord SIRT 
• CERT-SE 
• CERT-PL 
• Swedish Courts 
• NC3-SE, Nationella Operativa Avdelningen 
• NC3-DK/Rigspolitiet 
• ReaQta 
• ESET 
• Kaspersky 

 
 
 
 


